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Article 6
Lawfulness of processing

1. Processing of personal data shall be lawful only if and to the extent that at least one of
the following applies:

(a) the data subject has given consent to the processing of their personal data for one or
more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract;

(c) processing is necessary for compliance with a legal obligation to which the controller
is subject;

(d) processing is necessary in order to protect the vital interests of the data subject;

(e) processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the &
controller or in case of disclosure, by the third party to whom the data is disclosed, and
which meet the reasonable expectations of the data subject based on his or her
relationship with the controller, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require protection

of personal data;#nparticttar-wherethe-datasubject-is-a-ehild. This shall not apply to

processing carried out by public authorities in the performance of their tasks.

2. Processing of personal data which is necessary for the purposes of historical, statistical
or scientific research shall be lawful subject to the conditions and safeguards referred to
in Article 83.

3. The basis of the processing referred to in points (¢) and (e) of paragraph 1 must be
provided for in:

(a) Union law, or
(b) law of the Member State to which the controller is subject.

The law of the Member State must meet an objective of public interest or must be
necessary to protect the rights and freedoms of others, respect the essence of the right to



the protection of personal data and be proportionate to the legitimate aim pursued.
Within the limits of this Regulation, the law of the Member State may provide details of
the lawfulness of processing, particularly as regards data controllers, the purpose of
processing and purpose limitation, the nature of the data and the data subjects,
processing measures and procedures, recipients, and the duration of storage.

Recitals

(35) Processing should be lawful where it is necessary in the context of a contract or the
intended entering into a contract.

(36) Where processing is carried out in compliance with a legal obligation to which the
controller is subject or where processing is necessary for the performance of a task
carried out in the public interest or in the exercise of an official authority, the processing
should have a legal basis in Union law, or in a Member State law which meets the
requirements of the Charter of Fundamental Rights of the European Union for any
limitation of the rights and freedoms. This should include also collective agreements
that could be recognised under national law as having general validity. 1t is also for
Union or national law to determine whether the controller performing a task carried out in
the public interest or in the exercise of official authority should be a public administration
or another natural or legal person governed by public law, or by private law such as a
professional association.

(37) The processing of personal data should equally be regarded as lawful where it is
necessary to protect an interest which is essential for the data subject's life.

(38) The legitimate interests of the & controller, or in case of disclosure, by the third
party to whom the data is disclosed, may provide a legal basis for processing, provided
that they meet the reasonable expectations of the data subject based on his or her
relationship with the controller and that the interests or the fundamental rights and
freedoms of the data subject are not overriding. This would need careful assessment in
particular where the data subject is a child, given that children deserve specific
protection. Provided that the interests or the fundamental rights and freedoms of the
data subject are not overriding, processing limited to pseudonymous data should be
presumed to meet the reasonable expectations of the data subject based on his or her



relationship with the controller The data sub_]ect should have the right to object the
processing;—e#—groh elating i particiia 6 ard free of charge. To
ensure transparency, the controller should be obliged to eXpllcltly inform the data subject
on the legitimate interests pursued and on the right to object, and also be obliged to
document these legitimate interests. The interests and fundamental rights of the data
subject could in particular override the interest of the data controller where personal
data are processed in circumstances where data subjects do not reasonably expect
Sfurther processing. Given that it is for the legislator to provide by law the legal basis for
public authorities to process data, this legal ground should not apply for the processing by
public authorities in the performance of their tasks.

(39) The processing of data to the extent strictly necessary and proportionate for the
purposes of ensuring network and information security, i.e. the ability of a network or an
information system to resist—at—a—given—tevel—of—confidence;—accidental events or
malicious actions that compromise the availability, authenticity, integrity and
confidentiality of stored or transmitted data, and the security of the related services
offered by these networks and systems, by public authorities, Computer Emergency
Response Teams — CERTs, Computer Security Incident Response Teams — CSIRTs,
providers of electronic communications networks and services and by providers of
security technologies and services constitutes a legitimate interest of the concerned data
controller. This could, for example, include preventing unauthorised access to electronic
communications networks and malicious code distribution and stopping ‘denial of
service’ attacks and damage to computer and electronic communication systems. This
principle also applies to processing of personal data to restrict abusive access to and
use of publicly available network or information systems, such as the blacklisting of
electronic identifiers.

(39a) Provided that the interests or the fundamental rights and freedoms of the data
subject are not overriding, the prevention or limitation of damages on the side of the
data controller should be presumed as carried out for the legitimate interest of the data
controller or in case of disclosure, by the third party to whom the data is disclosed, and
as meeting the reasonable expectations of the data subject based on his or her
relationship with the controller. The same principle also applies to the enforcement of
legal claims against a data subject, such as debt collection or civil damages and
remedies.

(39b) Provided that the interests or the fundamental rights and freedoms of the data
subject are not overriding, the processing of personal data for the purpose of direct
marketing for own or similar products and services or for the purpose of postal direct
marketing should be presumed as carried out for the legitimate interest of the
controller, or in case of disclosure, of the third party to whom the data is disclosed, and
as meeting the reasonable expectations of the data subject based on his or her
relationship with the controller if highly visible information on the right to object and
on the source of the personal data is given. The processing of business contact details
should be generally regarded as carried out for the legitimate interest of the controller,
or in case of disclosure, of the third party to whom the data is disclosed, and as



meeting the reasonable expectations of the data subject based on his or her
relationship with the controller. The same should apply to the processing of personal
data made manifestly public by the data subject.




